HdopmalioHHas maMsiTKa Ji/11 00yUaroIuxcs

C KaX/IbIM TOIOM MOJIOE)KU B MHTEPHETe CTAaHOBUThCs OOJble, a CTYZEHTbI OJHM W3 CaMbIX aKTHBHBIX
nosib3oBaresieli PyHera. Mexxay TeM, MOMHMO OIPOMHOIO KOJWYeCTBa BO3MOYKHOCTeH, MHTepHeT HeceT U
npo6sieMbl. DTa MaMsTKa [J0/DKHA TOMOUb Tebe 6e301acHO HaXOAUTLCS B CETH.

KoMmInbloTepHbIe BUPYChI

KomribioTepHEBIii BUPYC — 3TO Pa3sHOBHUZHOCTb KOMITBIOTEDHBIX IIPOTPAMM, OT/IMUHTETBHOW 0COOEHHOCTHIO
KOTOPO# SIB/ISIETCS CIOCOOHOCTH K Pa3MHOXKEHHUIO.

B fomonHeHWe K 3TOMY, BUPYChl MOTYT IOBpPEJUTb WU/IM INOJHOCTBIO YHUUTOXUTh BCe (hailfibl U [aHHbIE,
TIO/IKOHTPOJIbHBIE TI0/Ib30BaTesI0, OT UMEHM KOTOpOro Oblla 3amylrieHa 3apakéHHasi MporpamMma, a TakkKe
TOBPeJUTh WIN [Ja’ke YHUUTOKUTH OTEepParjMOHHYI0 CUCTeMy CO BceMH (QaiilaMu B 1enioM. B GonbUIMHCTBe
CJlyyaeB PaclpOCTPaHsSOTCSl BUPYChl Uepe3 UHTepHET.

MerTopp! 3alUThI OT BPJOHOCHBIX IPOrpaMM:

1. Vcrionb3y¥éi coBpeMeHHbIe OreparOHHbIE CHUCTEMbI, UMEIOIHe CephE3HBbI YpPOBEHb 3alllUThl OT
Bpe/JOHOCHBIX IIPOrpamm;

2. TIOCTOSIHHO yCTaHaB/MBal nauty (1UdpoBbIe 3aryIaTK|, KOTOPhIe aBTOMATHUECKU YCTAHABIUBAKOTCS C
1[eJIbI0 10pabTKU MPOrpaMMbl) U APyrve OOHOBJIEHHUS] CBOEM OIMepaljioHHOM cucTembl. CKaunMBa UX
TONMBKO C oduiManpHoro cairta paspaborurika OC. Ecmu cymiecTByeT peXKHM aBTOMaTHUecKOro
0OHOB/IEHHSI, BK/IFOUH €r0;

3. Pabotaii Ha CBOEM KOMIThIOTEDE TI0I TIPABAMH TM0JIL30BATEIs, A He afIMUHUCTPATOpa. JTO He TI03BOJIUT
OOJTBIIMHCTBY BpeIOHOCHBIX MTPOTPAMM MHCTA/UTPOBATHCSI HA TBOEM I1ePCOHATEHOM KOMITHIOTEDE;

4. Wcronb3yi aHTUBUPYCHBIE ITPOrpaMMHbIE TIPOAYKThI U3BECTHBIX TIPOM3BOJUTE/IEH, C ABTOMATHUeCKUM
00HOBJIeHUeM 0as3;

5. Orpanuub pusrueckuii JOCTYI K KOMIIBIOTEPY [JIs TOCTOPOHHUX JIHLI;

6. Ucnonb3yit BHEIIHWE HOCUTEIM MHGOPMAL[MU, TaKWe Kak Quiellka, AUCK uid (aill U3 MHTepHeTa,
TOJIBKO U3 NPOo¢epeHHBIX NCTOUYHUKOB;

7. He oTkpbiBall KOMITbIOTEPHBIE (haii/bl, MOMyUYEHHbIE U3 HEHA/EXHBIX UCTOUHUKOB. [Taxke Te aiisbl,
KOTOpBIe TIPUC/IaJ TBOM 3HAKOMBIH. JIydllle yTOUHHU Y HETO, OTIIPABJISUI JIX OH Tebe UX.

Cetu WI-FI

Wi-Fi - 3To He Buj, mepefaud AaHHBIX, He TEXHOJIOTHsS, a BCEro Juiib OpeHz, Mapka. Eme B 1991 roay
HUZIep/IaH/ICKas KOMITaHUsS 3apeructpupoBana opens « WECA», uto o603Hauano cioBocoueTaHue «Wireless
Fidelity», KOTOpBI TIEPEBOJUTCS KaK «OeCTpOBOHAs TOUHOCTh».

Ho Hamero BpemeHM Jomta Apyras abOpeBuarypa, KOTopasi SIB/ISIeTCS TAaKOM JKe TeXHosiorued. OTo
abbperuarypa «Wi-Fi». Takoe Ha3BaHue ObIJI0 @HO C HAMEKOM Ha CTaH/apT BBICIINI 3ByKOBOM TexHukKy Hi-
Fi, uyTo B mepeBozie 03HauaeT «BbICOKAsI TOYHOCTDY.

[a, GecryaTHBIN UHTEPHET-JOCTYI B Kade, 0Te/sIX U a9pONopTax SB/SETCS OTIMYHON BO3MOXKHOCTBEO BBIXOZA
B MHTepHeT. Ho MHOTHe 3KCTepThl CUMTAoT, uTo obimefocTynHele Wi-Fi ceTr He siBIsIFOTCST 6€30T1aCHBIMU.

CogeTsl 10 6e30macHOCTH paboTe B 001IeA0CTYHBIX ceTssx Wi-fi:

1. He nepenasaii cBowo nuHyr0 uHbOpMaipo uepe3 obiegoctynHble Wi-Fi cetn. Pabotas B HuX,
KeJlaTesIbHO He BBOAWTD MApOJIM JOCTYTIA, JIOTUHBI U KaKre-To HoMepa;

2. Vcnonw3yii u OOHOB/SAN aHTUBUPYCHBIE MPOrpaMMbl ¥ OpaHzMayep. TeM caMbIM Thl 06e30MacHIlb
ce0st OT 3aKauyKy BHpYyCa Ha TBOe YCTPOMCTBO;

3. Ilpu ucnons3oBanur Wi-Fi otkmoun ¢yHKipo «O6mmui gocTym K (aiiaMm v npuHTepam». [TaHHas
GyHKIOMS 3aKpBITa [0 YMOTYaHUIO, OJHAKO HEKOTOpBIE TI0/Ib30BaTe/l aKTUBHUPYIOT eé s yaoOcTBa
HCTI0/Tb30BaHus B pabote wiu yuebe;

4. He wucnonb3yéi nybmuuneii WI-FI 11 miepefjaud JIMYHBIX [AHHBIX, HAlpUMep [Jis1 BbIXOJA B
CoIMa/IbHbIe CeTH WM B 27IEKTPOHHYIO TIOUTY;



5. Wnone3yii TosbKo 3amuiiieHHoe coefuHenue uepes HTTPS, a ve HTTP, T.e. ipu Habope BeG-azipeca
BBOJU UMeHHO «https://»;

6. B mobuabHOM TesedoHe oTKIoun (GyHKImio «[Togkmouenue K Wi-Fi aeromatruecku». He gomyckaii
ABTOMAaTHUECKOTO TIOZIK/TFOUeHHsT YCTPOHCTBa K cetsiM Wi-Fi 6e3 TBoero cormacwust.

CornanbHble CeTH

CorpanbHble CeTH aKTMBHO BXOZSAT B Hallly >KW3Hb, MHOTHE JTIOAU PabOTarOT M >KUBYT TaM ITOCTOSIHHO, a B
Facebook y»ke 3aperucTprpoBaH MIUTHAPZ, YeI0BeK, UTO SIBIISIETCS OAHOM CeIbMOM BCEX JKUTeJIel TIaHeThI.

MHorue 1o/b30BaTe/d He TIOHMMAKOT, 4YTO I/IH(bOpMaL[I/IH, pa3MmellieHHasds UMW B COLIMa/IbHBIX CETAX, MOXKeT
OBITh HaﬁAEHa " UCII0/Ib30BaHA KeéM yroAHO, B TOM UHUCJ/Ie He 00s13aTe/IbHO € G1aruMu HaMepeHUHAMMU.

OCHOBHBIe COBeTHI 10 6€30MaCHOCTH B COLMA/IbHBIX CETSIX:

1. Orpanuub crivicok apy3seii. Y Tebsi B IPY3bsiX He AO/DKHO OBITh Cy4YalHBIX U HE3HAKOMBIX JIFOAEH;

2. 3ammiriaii cBO yacTHy'0 >xu3Hb. He yka3biBail mapomy, TesieoHsl, aipeca, aTy TBOEIO POXK/EHHs U
JPYTYI0 MWYHYI0 MHGOPMALHIO. 3/I0YMBILUIEHHUKA MOTYT MCIO0/Ib30BaTh Aae MHGOPMALMIO O TOM,
Kak Tbl U TBOM POZIUTE/N IJIaHUpYeTe NPOBECTH KaHUKYJIbI;

3. 3ammiiail CBOIO peryTaLyio - JePKH ee B UMCTOTe M 3ajiaBaii cebGe BOmpoc: XoTes Obl Thl, UTOOBI
[PyTHe TI0/b30BaTe/IM BHZE/M, UTO ThI 3arpykaelis? ITogymai, mpexze YeM UTO-TO OITyO/IMKOBATb,
Halucarh U 3arpy3uTh;

4. Ecm Tbl TOBOPHIUL C JIFOABMH, KOTOPBIX He 3Haelllb, He HCIOJb3yll CBOe peasbHOE MMS M JPYTYIO
JIMYHYI0 MHGOPMALIN: VIMSI, MECTO JKUTE/IbCTBA, MECTO yueObl 1 Ipouee;

5. Wa3beraii pasmertuenus ¢otorpaduii B VHTepHeTe, e Thl U300paKeH Ha MECTHOCTH, TI0 KOTOPOWM
MO>KHO OIIpeJie/IiTh TBOe MeCTOII0/IOKEHHE;

6. Ilpu perucTpalyu B COLMA/TBHOM CeTH HeOOXOAMMO HCIIO/MB30BaTh CJIOXKHBIE MAPOJIH, COCTOSILE U3
OykB ¥ 1P 1 C KOTMUECTBOM 3HAaKOB He MeHee 8;

7. [ns couuasbHOM CeTH, IMOYTHl U PYIUX CAaWTOB HeOOXOZMMO HCIIO/b30BaTh pasHble Maposy. Toraa
ecy Tebs1 B3/IOMAIOT, TO 3/I0YMBILUIEHHUKU TOTyYar AOCTYI TOJBKO K OJHOMY MeCTy, a He BO BCe

cpasy.
J/IeKTPOHHbIE AeHbI'U

J/IeKTPOHHBIE IeHbI'M — 3TO OUeHb yI0OHBIN CToco0 TuiaTexel, OAHAKO CyIleCTBYIOT MOIIEHHUKH, KOTOPbIe
XOTSIT TIOJTYYUTD ITU JEeHBIU.

BJ'IEKTPOHHLIG JeHbI'd ITI0OABU/IMCh COBCEM He/IaBHO M MMEHHO H3-3a 3TOI'0 BO MHOI'MX IoCyJapCTBax A0 CHUX I1Op
He MPOITMCaHOo MPO HUX B 3dKOHAX.

B Poccuu ke oHM (DyHKLIMOHUPYHOT M 0 HUX y)Ke TIPOIMKMCAHO B 3aKOHE, I7Ie UX Pa3/e/IsiioT Ha HECKOJIbKO BU/IOB
— aHOHMMHbBIE ¥ He aHOHHUMHbIE. Pa3sHHUIIA B TOM, UTO aHOHMMHEBIE - 3TO Te, B KOTOPBIX Pa3pelliaeTcs MPOBOUTh
onepaluy 6e3 UAEHTU(PUKALMK I10/Ib30BaTe/d, 4 B HeAHOHUMHEBIX MIeHTU(MUKALMU I0/b30BaTeNsl SB/IAeTCS
00sA3aTe/ILHON.

Takxe creayeT pasiuuaTh S/7eKTPDOHHble (QuaTHble JAeHbr'M (pPaBHBI TOCYZJapCTBEHHBIM BallOTaM) U
3/1eKTPOHHbIe HeduaTHbIe eHbIY (He PaBHBI TOCYAapCTBEHHBIM BaJIFOTaM).

OCHOBHBIE COBETHI 110 6e30macHo paboTe C 37IeKTPOHHLIMU I€HbTraMU:

1. TIpuBskM K cueTy MOOW/IBbHBIN TenedoH. ITO camblii yA0OHBIH M OBICTPBIM COCO6 BOCCTAaHOBUTH
Joctym K cuety. IlpuBsi3aHHBINA TenedOH MOMOXKET, ecy 3a0yzelllb CBOM TJIaTeKHBIN MapoJib WK
3alifelllb Ha CaliT C He3HAKOMOT'O YCTPOMCTBa;

2. UVcronb3y# ofHOpa3oBkie maposiu. [locsie mepexofia Ha YCUIEHHYO aBTOpU3aIiiio Tebe yxke He Gyzer
YTPO’KaTh OMACHOCTh KPayky WJIH TlepexBara IyIaTe;KHOTO TIapoJist;

3. Boibepu C/IoKHBIN Maposib. TIpecTyrnHUKaM OyieT He TIPOCTO yrafiaTh CIOKHBIN maposib. HagexHbie
Mapo/ii — 3TO TIApPOJiM, KOTOPLIe COofiep)kKaT He MeHee 8 3HAKOB U BKIIIOUAIOT B cebsi CTPOuUHBIE U
MpOMYCHbIe OYyKBBI, LMOGPBI W HECKOJIBKO CHUMBOJIOB, TaKWe KakK 3HaK Josidapa, (yHTa,
BOCKJ/THIIATe/IbHBIN 3HaK U T.IT. Hanpumep, $tROng!;;

4. He BBOJU CBOM JIMUHbBIE [AHHbIE HA CAliTaX, KOTOPHIM HE [JOBEPSEIIb.



JJ/IeKTPOHHAsI MoUTa

BJ'IEKTPOHHaH rouTa — 35TO TEeXHOJIOTHWA W IIpeAoCTaB/ideMble €0 YC/IYru II0 Iepechbl/IKe W II0/TyUeHHIO
3JIEKTPOHHbIX COO6LHEHHﬁ, KOTOpbI€ DACIIpeaeIaroTCAa B KOMHLI-OTEPHOf/i CeTu.

OOGBIYHO 3/TEKTPOHHBIHN TOYTOBBIH AWK BITTISIAUT CJIeAYIOMMM 00pa3oM: UMSsI_IT0/b30BaTesi(@UMS_/IOMeHa.

TakKe KpoMe Tiepe/jaunt IPOCTOTO TeKCTa, UMeeTCsl BO3MOKHOCTD T1epeiaBaTh (aiibl.

OcHOBHBIe COBeTHI 110 He30mMacHol paboTe C 371eKTPOHHOM TTOUTO:

1.

2.

ou

Hazmo BeIOpaTh MpaBWIGHBIM TOUTOBBIA CEpPBHUC. B WHTepHeTe eCTh OrpPOMHBIN BHIOOp OecriiaTHBIX
TIOYTOBBIX CEPBUCOB, OFHAKO JyYllle JOBEepsITh TeM, KOTO 3Haelllb 1 KTO MepBblid B PEHTHHTE;

He ykaspiBaii B J/MUHOM Tmoure JM4Hyl0 uHGopMauuto. Hampumep, syuine BbiOpaTh
«My3bIKa/IbHBIN_(aHaT@» mii «pok2013» BMecTo «TeMal3»;

Ucnonb3yit AByX3TalHyH aBTOpU3alui0. OTO KOTZa TIOMHMO Tapojisi HY)KHO BBOAUTH KOZ,
TIpUChIIaeMblii o SMS;

Buibepu c/10KHBIM Maposib. [si KakZOTO TIOUTOBOTO SIIMKA MJO/DKEH ObITh CBOM HaJeKHbIMH,
YCTONUMBBIY K B3/10MY NapoJib;

Ecy ecTb BO3MOXKHOCTB Hanmcarb CaMOMy CBOW JTMYHBIN BOIIPOC, UCIIO/Ib3YH 3Ty BO3MOXKHOCTH;
Vcnonb3yii HeCKOMBbKO MOUTOBBIX SIIMKOB. [1epBbiii /11 YaCTHOM MepernucKy C afjpecaTaMy, KOTOPbIM
Thbl JOBepsielllb. JTO 3/eKTPOHHBIM aZipec He HaJ0 MCIO0J/b30BaTh MPU pErvMcTpaluu Ha ¢gopymax u
cauTax;

He otkpriBaii ¢ailyibl ¥ ApyTrve BIOKEHWS B MHUCbMAx [ake eC/U OHH TIPUIUT OT TBOMX [pY3ei.
Jlydille yTOUHHU Y HUX, OTTIPAB/ISTA /I OHU TebOe 3T (aiier;

IMocne okoH4aHMs1 pabOTHI Ha TIOUTOBOM CEpPBHCE Tepe[| 3aKpPbITHEM BK/IaJKH C CalTOM He 3abyab
Ha)KaTb Ha «BBIMTH».

Ku6ep0Oy/1/IMHr WM BUPTYa/IbHOE W3/ieBaTe/IbCTBO

KubepOy/uiHr — TmipecsiefjoBaHHe COOOIIEHUSMH, COJep’KalllUMH OCKODOJIeHHs, arpecCHio, 3aryrvBaHUe;
XyJIMTaHCTBO; COL[Ma/IbHOe GOHKOTUPOBAHHUE C TOMOILBI0 PAa3/IMUYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 60phOe ¢ KubepOyIIuHTOM:

1.

He 6pocatics B 6o#. Jlyummii crioco6: mMOCOBeTOBaThCSI Kak CeOst BECTU U, €CIM HeT TOro, K KOMY
MOXXHO OOpaTHTLCS, TO BHauaje YCHOKOWTbCA. ECiM Thl HayHeIlb OTBeYaTh OCKOPOIeHWsMHU Ha
0CKOpOJIeHYs1, TO TOJIBKO elle OOJIbIIe pa30XOKellh KOH(IUKT;

YipaBrsiii cBoel KubepperyTaijyen;

AHOHUMHOCTL B ceTd MHMMasi. CyIeCTBYIOT CIOCOOBI BBIICHUTb, KTO CTOMT 3a aHOHHUMHBIM
aKKayHTOM;

He crouTt BecTH Xynmuranckuii 06pa3 BUPTyaIbHOM u3HU. VIHTepHET (PUKCUPYET BCe TBOU AeHCTBUS U
COXpaHSIeT UX. YIa/UTh UX Oy/ieT KpaiiHe 3aTPyIHUTETLHO;

Cobiropiaii CBOM BUPTYanbHYIO YeCTh CMOJIOAY;

Urnopupyit equHnYHbINA HeratB. OHOPa30BbIe OCKOPOUTebHBIE COODIIEeH s JIyUllle UTHOPHUPOBATD.
OOBIUHO arpeccHs MPeKpalaeTcss Ha HauaabHOM CTaZluu;

Ban arpeccopa. B mporpamMmax ofMeHa MTHOBEHHBIMU COOOLIEHUSIMH, B COLMA/TBHBIX CETAX eCTb
BO3MO)KHOCTb O/IOKMPOBKU OTIPABKH COOOILEHHI C OTPe/Ie/IeHHBIX a/[peCOB;

Ecym Te1 cBUzieTess kKubepOyivira. TBou AeHCTBUS: BLICTYITUTL TIPOTHB TIPEC/IeI0BaTe s, TIOKa3aTh
€My, UTO ero [eWCTBUS OLIEHUBAIOTCS HEraTUBHO, TIOAZEP)KaThb JKEPTBY, KOTOpOM HY)KHa
TICUXO0JIOTMYeCKast TIOMOILb, COOOIITUTE B3POC/IBIM O (paKTe arpeCcCUBHOTO MOBeAEHUS B CETH.

Mobu/ibHbIH TenedoH

CoBpemeHHble CMapT(OHBI U TUIAHIIETH COAep)KaT B cebe BIIO/He B3pPOC/bIA (YHKIHOHAN, W Terepb OHU
MOTYT KOHKYpPHPOBaTb CO CTaljMOHapHBIMH KOMITboTepaMu. OfHAaKO, CpeJCTB 3alUThl /il TIOFOOHBIX
YCTPOICTB M0Ka 0YeHb MaJlo.

TecTrpoBaHMe W TOWCK yA3BUMOCTEl B HUX MPOUCXOAMUT He TaK MHTeHCHBHO, Kak Ajs IIK, To xe camoe
KacaeTCst U MOOU/TBHBIX TIPUJIOXKEHUH.



CoBpeMeHHBIe MOOW/TBHBIE Gpay3ephl yKe TPaKTUYeCKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OFHAKO pacCIIUpeHue
¢byHKLMOHA/A B/ledyeT 3a c000H OOJBILYIO CJIOKHOCTH U MEHBLIYIO 3allIUILeHHOCTb.

Ianeko He BCe TIPOU3BOZUTEIH BBITTYCKAIOT 0OHOB/IEHVSI, 3aKPLIBAIOIINE KPUTHUECKUE YI3BUMOCTHU /ST CBOMX
YCTPOMCTB.

OCHOBHBIE COBETHI /151 6e30MacHOCTH MOOU/ILHOTO TeedoHa:

1. Hwuuero He siBisieTCs TO-HacTosiieMy GecriaTHbIM. Byab ocTopo)keH, Be[p Korga Tebe mpesararoT
OeCruIaTHBINA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-TO TUIATHBIE YCIIYTH;

2. [ymaii, npexkze ueM oTIpaBuTh SMS, (oTo uim Breo. Thl TOUHO 3HAEIIb, T[e OHH OYAYT B KOHEUHOM
urore?

3. Heo06x0a1MO OOGHOB/ISATE OMEPALMOHHYIO CUCTEMY TBOEro CMapT(hoHa;

4. Wcronb3yi aHTUBMPYCHBIE ITPOrPaMMBbI /11 MOOU/TBHBIX Te/ie()OHOB;

5. He szarpykail IpuiokKeHHst OT HEW3BECTHOTO WCTOUHMKA, Belb OHU MOTYT COZIEpP)KaTh BPEJOHOCHOE
TporpamMMHoOe 00ecrieueHue;

6. Ilocne TOro Kak Thl BBIMJEIIL C CalTa, r[e BBOAWI JIMUHYHO WH(MOPMALMIO, 3aiili B HACTPOWMKH
6pay3epa u yaamm cookies;

7. TleprioguuecKu IPOBepPsiit Kakue I/IaTHbIe YC/IyTHd aKTHBUPOBAHbI Ha TBOEM HOMEpE;

8. [lagaii cBoit HOMep MOOM/ILHOTO Te/iehOHA TOMBKO JIFO/SIM, KOTOPBIX Thl 3HAEIIIb ¥ KOMY JOBEpSIEIIb;

9. Bluetooth mo/skeH GbITh BBIK/IFOUEH, KOTZa Thl MM He TOJb3yelbcs. He 3a0biBaii MHOIA MIPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbIe OHJIAH-UTPBI — 3TO KPaCOUHble, 3aXBaTLIBAIOIIME pa3B/ieueHys, 00beAUHSIIOIIHEe COTHUA ThICSTY
YyesIoBeK MO BceMy MUpY. VITDOKU HUCCIeAYIOT AaHHBIA UM MWD, OOILAIOTCS APYr C APYrOM, BBIMOIHSIOT
3a/laHUsl, CPa)KarOTCsi C MOHCTPaMM M TIO/IyuyalOT OIMBIT. 3a YJOBOJBCTBUE OHM IUIATAT: TMOKYMAT [UCK,
OTUIaYMBalOT ADOHEMEHT WJIK MPUOOPeTar0T KaKue-TO OTILVH.

Bce 5T cpeactBa WOYT Ha TIOAJEp)KaHWe U pa3sBUTHE WIPHL, a TakkKe Ha camy 0e30MacHOCTb:
COBEpIIIeHCTBYIOTCSI CUCTeMbl aBTOPU3al[M, BBITYyCKAIOTCS HOBble maTud (UMGpOBBIE 3arylaTKy  AJIs
TpOrpamm), 3aKpbIBatOTCSl YSI3BUMOCTH CEPBEPOB.

B HO,E[O6HBIX HUrpax CTOHUT OIlaCaTbCA He CTOJ/IBKO CBOMX COIIEPHHMKOB, CKOJIBKO KpaXW TBOEro IIapoJ/id, Ha
KOTOPOM OCHOBdHA CUCT€Md dBTOPU3allun O0/IBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 10 HE30MaCHOCTH TBOEI'0 UTPOBOTO aKKAyHTa:
1. Ecum apyroii urpok Befet cebsi TJI0X0 WK CO37aeT Tebe HeNpHUSITHOCTH, 3a0/I0KUPYH ero B CITHCKe
UTDOKOB;
TMoxkany¥icss aiIMUHUCTPATOPaM UIPhI HA MJIOXO€ MOBE/IEHHE 3TOT0 WUrPOKA, >KEJIaTe/bHO MPUIOKUTD
KaKhe-TO I0Ka3aTe/IbCTBa B BU/E CKPHHOB;
He yka3biBail TMuHy0 WHGOPMALUIO B TIpodaiisie Urphl;
YBarkaii IpyrUx yUaCTHUKOB TI0 UIPE;
He ycraHapvBait HeouiraibHbIe TIAaTUM U MOJIBI;
Vcrionb3y#i C/I0KHBIE W pa3HbIe TIapoJIv;
Haxe BO BpeMsi Urpbl He CTOUT OTK/IIOUaTh aHTUBUPYC. [ToKa Thl Wrpaelllb, TBOH KOMIILIOTED MOTYT
3apasurTh.

N

Nousw

@DUIIMHT WX Kpad)Xa JIMYHBIX JdHHbIX

O6bIuHOM Kpa>1<e171 AeHer MU AOKYMEHTOB Ce€rogHsa y>ke HHWKOro He yJWBUIIlb, HO C pPA3BUTHEM HWHTEDHET-
TEeXHOJIOT MM 3/IOYMBIIJIEHHHUKH TIepeMeCTU/INCh B MHTePHET, U IIPOA0/DKAIOT 3aHUMAaTbCA «JTIOOHUMBIM» AeJIoM.

Tak MosiBUIaCh HOBasi yrpo3a: MHTEPHET-MOLIeHHUYeCTBa WM (UILIVHT, IVIaBHas 1je/ib KOTOPOTO COCTOWT B
MOTyYeHNH KOH(UIEHIMAIbHBIX JaHHBIX TIO/b30BaTe/iell — JIOTUHOB W maposiell. Ha aHIMiACKOM si3bIKe
phishing uuTaercs kak ¢unmHr (ot fishing — pri6Has 0B, password — Taposb).

OcHOBHbIe COBeTHI 110 60prbe ¢ GuIIHroM:



1. Cnemu 3a cBouM akkayHTOM. Ec/v Thl MO/03p€Baelllb, UTO TBOsS aHKeTa Obla B3/0MaHa, TO
Heob6xXoauMO 3a6/I0KMPOBAaTh ee U COODIIUTh aIMUHICTPATOPaM pecypca 06 3TOM Kak MOXKHO CKOpee;

2. Ucronb3yii Ge3onacHbie BeO-CaiiThbl, B TOM UHC/Ie, HHTEPHET-MAra3uHOB W TIOUCKOBBIX CHCTEM;

3. UVcrone3yii CIOKHBIE ¥ pasHble Tlaposi. TakuM 06pa3oMm, ecii Te6st B3/IOMAFOT, TO 3/I0YMBIIIITIEHHUKN
T0/TyYaT JOCTYII TOJILKO K OJHOMY TBOEMY TIPOGI/IIO B CETH, a He KO BCEM,;

4. Ecmu Tebst B3/OMaIud, TO HeOOXOAUMO MPeAyIpenuTh BCeX CBOMX 3HAKOMBIX, KOTOpPbIe [00aB/eHbl y
Tebst B IPY3bsX, O TOM, UTO TeOs B3/IOMand U, BO3MOXXHO, OT TBOEI'O UMEHU Oy/IeT PacChLIaThCs CaM U
CCBIJIKM Ha (PULLIMHTOBBIE CAWThI;

5. YcranoBu HagexxHbIH naposb (PIN) Ha MOOU/IbHBIN TenedoH;

6. Otkiroun coxpaHeHwe raposis B Gpaysepe;

7. He otkpbiBail (haiisibl U [pyrye BAOXKEHUs B MUChbMax AaXe eC/d OHHU IPHUIIIA OT TBOUX JAPY3ei.
Jlyullle yTOUHH Y HUX, OTTIPAB/IS/IA I OHU Tebe 3TU (akiibl;

IIndposas penyTanus

Ludposas pernyTaius - 3TO HeraTHBHAs WK TO3UTHBHAs MH(MOpPMaIst B ceTd o Tebe. KommpomeTupyroiast
UH(OpMaLYs pa3MellieHHasi B MHTEPHETe MOXKET Cephe3HbIM 00pa30M OTpa3svUThCsA Ha TBOEH peaslbHOM KU3HH.

«udposast peryTanysi» - 3TO TBOH UMHIPK, KOTOPBIH (hopMHUpyeTcs U3 HHGOpMaLH o Tebe B IHTEpHETe.

TBOE MECTO >XUTENbCTBA, yueObl, TBOe (MHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapaKkTepa W paccKasbl O
OMM3KMX — BCe 3TO HAKAIUTUBaeTCs B CETH.

MHorve TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K MyO/MWKanuu JUYHOW uHpopMaruy B VIHTepHeTe, He
TIOHUMast BO3MOXKHBIX ITOC/IeACTBUE. Thl laske He CMOXKEIlIb [JOTaZlaTbCsl O TOM, uTo (otorpadus, pa3MeljeHHast
5 jieT Ha3a[], CTajia MPUYMHON OTKa3a MPUHSTDL TeOst Ha paboTy.

KommeHTapuu, pa3melieHue TBoux ororpaduii ¥ Apyrue AeHCTBUS MOTYT He MCUE3HYThb AaXe I0Cje TOro,
Kak ThI MX yAaauiib. Thl He 3Haelllb, KTO COXPAaHU/I 3Ty MH(OPMALMIO, TIOTIaia JI OHa B TIOUCKOBEIE CUCTEMBI U
COXpaHW/Iach JIM OHa, a TVIaBHOE: UTO TOAYMAIOT O Tebe OKpY)Karolljee JIFOU, KOTOpble HAWAYT W YBUAAT 3TO.
HatiTi mH(OpMAaI[I0 MHOTO JIET CIYCTSI CMOXKET JIF000M — KakK U3 A0OpBIX MOOYX/eHHUH, TaK U C HAMEpEeHHEM
MIPUYMHUTE BPeZl. DTO MOXKET OBITh KTO YTOJHO.

OcHOBHbIE COBETHI T10 3alUTe LU(PPOBOY penyTaLuu:
1. Tloapymaii, mpexkze ueM UTO-TO MyOIMKOBATh U MepejaBaThb y cebsi B O10Te WK B COLIMATBHOU CETH;
2. B Hactpoiikax mpo¢wu/is yCTaHOBHM OTPAaHHUEHHsI Ha TIPOCMOTP TBOETO MPOGUIIS U ero COJeP)KUMOro,
cziesiali ero TOJIBKO «JJist IPY3eii»;
3. He pa3merjaii ¥ He yKa3biBaii HH(OPMALHIO, KOTOPAst MOXKET KOr0O-/TM00 0CKOPO/ISATE M/ 0OMKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIe CTYAEHTHI - aKTUBHBIE T10/Ib30BaTe/H LiudpoBoro npocrpaHcrBa. OHaKoO /laneko He BCe 3HAIOT,
YTO TIO/Ib30BaHHE MHOTMMU BO3MOXKHOCTAMM LiidpoBoro mupa Tpebyer coOmofeHHsT TIpaB  Ha
MHTeJ//IeKTyanbHy0 COOCTBEHHOCTb.

TepMUH «UHTe/IeKTyalbHasi COOCTBEHHOCTb» OTHOCUTCS K PA3/UUHBIM TBODEHUSIM Ye/IOBEUECKOTO YMa,
HauMHAas C HOBBIX M300peTeHHWd M 3HAKOB, 00O03HAYaIOIIMX COOCTBEHHOCTh HA TMPOAYKTHI U YCAYTH , U
3aKaH4YMBasi KHUTaMu, ¢poTorpadusiMu, KUHOPUIbMaMU U My3blKabHbIMU TIPOM3BeIeHUSIMHU.

ABTOpCKHe TpaBa — 3TO MpaBa Ha UHTe/UIEKTYaJIbHYI0 COOCTBEHHOCTE Ha TIPOU3BeIeHHs HayKH, TUTEPaTyphl
HCKYCCTBa.

ABTOpCKI/IE TpaBa BBICTYTIAOT B Ka4€CTBe rapaHTUX TOr'0, YTO HHTEHHEKTyaHbeIﬁ/TBOpqeCKI/Iﬁ TPYZA aBTOpa He
6y;[eT HAripaCHbIM, A4dCT €My CIIpaBeA/IMBbie BO3MO>XHOCTU 3apa60TaT1> Ha pe3y/lbTaTax CBO€ro TpyAad,
MOJIyYHTb U3BeCTHOCTDb U IIPY3HAHKE.



Hukro Ge3 pa3spelieHusi aBTOpa He MOXKET BOCTPOM3BOJWTEL €T0 MPOM3Be/leHNe, PAaCpOCTPaHsITh, MyOIMuHO
JeMOHCTPUPOBaTb,  MpOJaBaTh, WMIOPTUPOBaTb, IMyCKaTh B  [POKaT, MyOJMYHO  WCIOJHSTE,
TOKAa3bIBaTh/UCTIONHATD B 3¢Upe WK pa3Melars B VIHTepHeTe.

Vcrionb30BaHUe «ITUPATCKOrO» MPOrPAMMHOIO 0becrieueHus] MOXKeT MPUBECTH K MHOTMM PHCKaM: OT ITOTepu
JAHHBIX K TBOWM aKKayHTaM [0 OJIOKMDOBKMA TBOETO YCTPOMCTBA, Tie YCTAHOBJIEHHBIM He JierajbHas
nporpamma. He CTOMT Takke 3a0bIBaTh, UTO CYLIECTBYET JierajbHble U OeCriaTHbIE MPOrPaMMbl, KOTOPhIE
MO’KHO HAalTH B CETH.

O noprasne

CETEBI/IHOK.pCb — TBOH IJIABHBIM COBETUMK B CETH. 3,ZLECI) Tbl MOXelllb Yy3HATb O 0e30I1aCHOCTH B CETH
TMOHATHBIM U NOCTYITHBIM A3BIKOM, a IIPXU BO3HUKHOBEHHUU KpHTHHECKOﬁ CHUTyallin O6paTI/ITbCH 3a coBeToM. A
TAKXXe MPUHATb y4aCTHE B KOHKYPCaX U CTATh CAMBIM L[I/ICl)pOBbIM Fpa)Kri[aHI/IHOM!



